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PROCEDURES

The Planning phase has been completed: the Material Accounts for each Site were
%} identified. Now the relevant processes for each material account need to be identified
and recorded. Entity controls also need to be documented.

The Documenting phase should be completed by the Site/LPSO Assessment Team or

their designated representatives. It is recommended that one individual maintain the
official Site/Field/LPSO tools to maintain the consistency and integrity of the content.

A. Prepare the Site/Field/LPSO AART.

@ REQUIREMENTS
Site/FO/LPSO: Each Site/FO/LPSO will complete the AART Toolkit.

FO/LPSO: Each FO/LPSO is required to also rollup data reported to them.

1. Using the AART Toolkit provided, fill in the Attester field on the Site AART
worksheet and select the appropriate Site/FO/LPSO Code.

NOTE: The Attester may have been defined in the Rollup AART.

Figure 1
A] E [CIFAHTIJIIRILIMN 0 JP Q@[ RIS [TJU[Y [W[XA[Y]Z[AM[AB[AC[AD[AE]AF [AGA
1 |AART: Site — O 2.0)
2 ™ Site[Oak Ridge Mational Lab AART Type| Site |
3 Q. Attesterftid Site Codes | ORNL
=
¥l 2 2 2,
§ ET— PP [ES PIA G
z E = £ |€
i £ = 2 | B % E |z
[ = 5 u w & g = = 2 |2 ]3| % |=<|55| 5 =
FElE = |5 |5 |5 |5 |% |8 |8 || |2E|lgE|l¢& |EE|ER| 5 | %
5 il I O I - O T - - I - I T A )
2 Frocess Cyole
— 23 s
E 38 ole(w|g|2
g |2 A FEIR IR
12 | Balance Sheet
Intragauernmental Fund B
13 Ealanee with Treasury
14 Intragovernmental Investment
Intragovernmental Regulatory
15 Assets
16 [ Aecounts Recsivable, Met [
17 | [ Muclear Materisls
Strategic Fetroleumn and
Mortheast Home Heating Oil
18 | |Reserve
General Praperty, Plant and B
19 Equipment
20 Fiegulatary Assets
Other nan-intragouermmental o
21 assets
22 Intragovernmental debt
[ Tintraqovernmental apprapriated | v
M 4 » M}\Site AART 4 Rollup ASRT 4 ECS-Bssess 4 ECS-Test £ PCS-Assess 4 PCS-Test 4 Assessment Team 4 Field Office - Site Acronyms 1< ¥
%% This will automatically populate the Attester, Site / Field Office / LPSO Name, and
location codes throughout the workbook.
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B. Identify and Record the Processes at the Site/Field
Office/LPSO for Each Material Account.
SITE: The Field Office may provide a listing of the applicable accounts to each
@ Site. Otherwise, the Field Office may require each Site to populate the
MAD column and update the Rollup AART with the results.
FIELD OFFICE: Material accounts have not be pre-populated and will need to be
indicated on the Site AART worksheet.
LPSO: If an LPSO has been identified as having to perform a Process Control
Evaluation on certain Material Accounts, these accounts will be pre-
populated with ‘Y’s on the Site AART worksheet. Otherwise, the “Only
Entity Controls Evaluated” box will have a ‘Y’ pre-populated.
1. If the Field Office provided the listing of the applicable accounts on the
Rollup AART, the Site must copy the Material Accounts Definition (MAD)
column (starting with the first Material Account) from the Rollup AART and
paste the values into the associated Site AART MAD column.
Figure 2
AART::Rellp Lo NminSn:cIuTi':;lear Namﬁ'::cluh:il:;‘ear Kansas City CEWTENCS
National Nuclear Security Administration Administration-Rollup Administration Nation
FO NAFO FO-NAFO FO-NAFO Site-KC Stte-L
Attester
Overall Assurance|
Material Account Acet Status E]ﬁ]ﬁ]&] §]§W§ E]HW§]§‘|§W§ g § 5 § § E g & ﬁ §
Balance Sheet
Intragovernmental Fund Balance 0 ololo 0 ololo
with Treasury
Intragovernmental Investment
:t;;;:;uemmerﬂl Regulatory Py o 0 0 0
Accounts Receivable, Net L] o o 0 0
Nuclear Materials
Strategic Petroleun and ,
Northesst Home Heating Ofl L] L] 0
Reserve
General Property, Plant and |
Equipment AART: Site a0
Regulatory Assets __sitelKKansas City_ Y A N | . AART Type] Site |
Other non-intragovernmental Attester | 'l Site Sodes[ KC |
» 4l Ste ABRT .Rollup AART E i y 4 LES . IEl
BE|E |5 |z |@[B|8[8[E|2 (2% |BE|
E Frocess Cycle
EE [H A HHEHE
Balance Sheet
Tntragovernmental Fund 5
Tatragsverrrmenal
Tty spovermmereal 1
Regulatory Assets
Accounts Receivable, Net o
Nuclear Materials
Strategic Petroleum and
::r;;uev;s: Home Heating Od ]
General Property, Flant and
Regulatory Assets E ]
i —— 3
5 Irﬁ@f;g;?ﬂ'.@ht_j‘ﬁ.. _ o WE s N T % Eateth o (oot D [ e e e |
Page 3 of 19
Guide 2

A123 Quick Start Guide 2 - Documenting.doc Version 3.1 —4/6/06



Quick Start Guide 2 — Documenting * | gt
@ Required
%} Note
@ Tip

2. The Field Office and those Sites that did not receive a listing of applicable
accounts on the Rollup AART worksheet, must enter a ‘Y’ in the MAD
column on the Site AART worksheet to indicate the material accounts.

Figure 3
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3. For those accounts identified as being material, enter a “Y” to indicate the
processes that impact the specified Material Accounts for the relevant Site
/ Field Office / LPSO.
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4. Navigate to the PCS-Assess worksheet and record the sub-processes for
the processes marked with a “Y” in the process list.
The processes are automatically populated with a “Y” based on the selections on the
@ Site-AART worksheet.
Figure 5°
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On the ECS-Assess worksheet, the Areas and Sub-Categories have been predefined from
%} the GAO Internal Control Standards to ensure consistency across the organization.
[AaRT: ECS Assess p—
= = L
Py S
On the PCS-Assess worksheet, Processes must be selected from the drop down list found
within the ‘Processes’ cell. This list has been created from the Joint Financial
Management Improvement LPSO (JFMIP) manuals.
There may be multiple sub-processes for each process which must be recorded on
separate rows in the PCS to facilitate the Evaluation phase.
For examples of sub-processes, refer to the A-123 Process Cycles, Processes and
Crosswalk to JFMIP on the CFO A-123 Website.
! Most screen shots reference the PCS-Assess Worksheet, though the columns are the same for both PCS
and ECS-Assess Worksheets.
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@ AVAILABLE FEATURES IN PCS-ASSESS & ECS-ASSESS:

Auto-filter Feature: To aid in the use of the PCS-Assess and ECS-Assess, certain columns
have the ability to be filtered (e.g. select ‘acquisition’ in the Process column to view only those
rows in the PCS-Assess that belong to the acquisition process).

Frocess Likeli Pisk Cotl
i Frocesses SubProgesses Risks pog | Impact | pszess Controls S
- [+] [+] [+] - | me{~ ] [~
FiF Fequisition Create Acquisition
FiF Aoquisition Approwe Aoquisition
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FiP Fequisition Enternal Sauraing
2P Fequisition Selest Vendar
FiF Aoquisition Create FO
FiP Frequisition Apprawe FO

The columns available to be filtered begin with the ‘Process Cycle’ column and continue through
the ‘Control Inefficient’ Column and include all columns in between. A column that shows an

upside down triangle (®1) represents a column that allows filtering. This feature is best used
on columns such as Process Cycle, Processes, and Sub-Processes.

Insert New Row: As Processes and Sub-Processes are identified on the PCS-Assess
worksheet, it may become necessary to insert a new row. This can be done anywhere between
rows 15 and the ‘End’ row. Select the row where the inserted row(s) will be added beneath.
Click on the ‘Insert Row’ button and enter the number of rows to be inserted. Click ‘Ok’ to
have the new rows inserted.

%e the active coll is in the iaput sestion
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Delete Row: Should it be necessary to delete a row from the PCS-Assess worksheet, select
the row to delete and click on the ‘Delete Row’ button. Only one row can be deleted at one

time.
e —
% |E'ams
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Duplicate Row: While working in the ECS-Assess worksheet, it may become necessary to
duplicate a row. This can be done by selecting the row to be duplicated and clicking the
‘Duplicate Row’ button. This will insert a new row below the selected row and populate the
‘Cycle’, ‘Area’, and ‘Sub-Category’ columns with the data from the selected row. Rows cannot
be deleted once the duplication has been completed.

(Oupiicate- Frow [ [ ——

I

r TFisk Assessment
o s the nsert Fow snd felete Fow L [Faoni

I Risk
Likel cru
Cyole o Fiisks Impact Controls
u \ hocr BEcalifesss Tupe
EC Cortrol Environment | Integrity and Ethisa vanies
EC Control Environment Integrity and Ethical ¥alues

C Contral Envitonment | Integrity and Ethical Waluss.

R T s

Page 6 of 19

Guide 2
A123 Quick Start Guide 2 - Documenting.doc Version 3.1 —4/6/06



Document Legend
ick Start Guide 2 — Documenti [
U|C ar ul e - OCU en Ing Judgment
@ Required
&5 Note
@ Tip
C. ldentify Sub-Processes that Require Initial Remediation.
1. ldentify sub-processes that require initial remediation and assign a status
of “2-Initial Remediation” in the Control Design Effective column.
% These sub-processes may have been identified through Tiger Team communications,
audits, and such, requiring immediate remediation.
Figure 6
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D. Review Existing Documentation for Entity Controls and
Processes.
REQUIREMENTS
@ Documentation includes, at a minimum, end to end business and system procedures for
completing transactions; systems used in the process; control descriptions (narratives);
related entity controls and organizational entities that perform these activities. Additional
considerations are listed in the CFO Council Implementation Guide.
There are no standard formats for documentation beyond the requirement for
documenting organizations, processes, risks, and internal controls over financial
reporting in enough detail to withstand the rigors of audit.
% Completing the AART tools does not represent sufficient documentation of the site A-123
process, although it is a critical part. In addition to the information below, please refer to
the CFO Council Implementation Guide for OMB Circular A-123 and the COSO framework
for more information on capturing adequate documentation.
Maintaining required documentation is a primary activity of A-123 compliance.
Documentation must be maintained not only for entity controls and process / sub-
processes, but for all aspects of the A-123 program being implemented. Therefore,
documentation is a cross-cutting activity that affects all phases of the A-123 process.
For example, the implementation plans are the key documentation points in the
planning phase. Similarly, the reporting phase represents a key documentation
point. As such, this section briefly touches on each phase’s documentation
requirements.
1. Review Existing Documentation:
Locate existing documentation for all entity controls and processes / sub
processes not in remediation. Review and update to ensure that
standards required by the CFO Council Implementation Guide are met.
@ REQUIREMENTS
For Entity Controls, the Organizational Structure documentation must be reviewed for
accuracy.
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1. Create documentation for all entity controls and processes / sub-processes
that do not have existing documentation and are not in remediation.

2. For Entity Controls, enter the location where the supporting
documentation is housed in the Supporting Documentation column of
the ECS-Assess worksheet.

Figure 7
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3. For Process / Sub-Processes, enter the location where the supporting
documentation is housed in the Supporting Documentation column of
the PCS-Assess worksheet.
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@ Documentation Standards will be put in effect starting FY 2007. It is highly recommended

to use the Process Documentation standards for all newly created documentation.

4. Examples of Good Documentation:

The form and extent of documentation depends in part on the nature and
complexity of the controls; the more extensive and complex the controls,
the more extensive the documentation. Documentation may be
electronic, hard-copy format or both and must be readily available for
examination. Documentation could include organizational charts, flow
charts, questionnaires, decision tables, or memoranda. Documentation
may already exist as part of normal policy or procedure; however, the Site
or LPSO Assessment Team should separately identify, verify and maintain
the documentation it uses in making its assessment.

Existing documentation prepared by internal or external auditors may also
be used, but again, the Site or LPSO Assessment Teams must take
responsibility and verify and maintain the documentation. Documentation
should also include appropriate representations from officials and
personnel responsible for monitoring, improving and assessing internal
controls.

After the initial assessment, subsequent assessments may focus on
updating existing documentation. All documentation and records shall be
properly managed and maintained; therefore, Sites / Field Offices / LPSOs
will need to establish, or review existing retention policies for
documentation (paper and electronic media).
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Figure 9 — Sample Process Map with Risks and Controls Identified
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F. Required Supporting Documentation
1. Documenting Professional Judgment and Decisions:

In addition to documentation maintained to support entity controls and
processes / sub processes, documentation must be maintained to support
any area where professional judgment is used to formulate a conclusion.
This would include: making a subjective assessment of control design
effectiveness (in Evaluating); assigning overall entity control and process
ratings (Evaluating & Testing); assigning overall Site / LPSO assessments;
and, most importantly, when making decisions as to the overall level of
assurance that will be provided. This, however, is not an exhaustive list
and teams should always be conscious of when professional judgment is
the source of a decision/assessment and make sure the rationale is fully
documented. This cross-cuts all A-123 phases.

2. Planning:

The key documentation for the planning phase is the Site or LPSO
Implementation Plan. Refer to the Planning Phase and the
Implementation Plan Template for specific documentation requirements.

3. Evaluating:

In addition to the information contained in the “Assess” worksheets of the
AART, the Site / Field Office / LPSO must maintain sufficient
documentation to support their work in the evaluation phase. Specifically,
the rationale for determining entity control and process / sub-process
control design effectiveness must be sufficiently documented. While space
is provided in the “Test” worksheets of Site / Field Office / LPSO AART to
capture a summary of this information, it will likely not be sufficient to
represent complete documentation.

4. Testing Plans:

In addition to the information contained in the “Test” worksheets of AART,
the Teams must develop and maintain detailed test plans to support their
work. Test plans would generally include the type of test, the basis for
selecting the test, the sample size and basis for the sample, error
tolerance, sampling selection methodology, and other information related
to the process of testing.

In addition, complete work papers must be maintained that capture the
results of the actual testing. This might include actual documents tested
with reviewer notes, a written explanation of how test results were
considered to arrive at a pass/fail rating and any other pertinent
information. Space is provided in the “Test” worksheet of AART to capture
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a summary of this information, but it is not sufficient to represent
complete documentation.

5. Remediation:

All activities performed in the remediation phase should be fully
documented. This would include: current state process maps, future state
maps, a corrective action plan, implementing memorandums and related
information, and any validations that remediation has been completed to
support re-entry into the A-123 documenting phase.

6. Reporting:

The reporting guide provides complete information on what is required to
be documented as part of the Reporting Phase.

REQUIREMENTS

@ Documentation must be readily accessible and be made available upon request for
validation purposes.
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G. Record Risks and Controls
Financial Assertions are based on PERCV —
. Presentation and Disclosure;
. Existence or Occurrence;
. Rights and Obligations;
. Completeness and Accuracy;
. Valuation or Allocation
Consider these areas when identifying risks and mitigating controls?.
2 CFO Council Implementation Guide
1. Refer to the documentation and identify and record the risks associated
with each sub-process or sub-category. This should be completed for both
Process and Entity Control worksheets (PCS-Assess and ECS-Assess).
At a minimum, the Site / Field Office / LPSO should consider the
illustrative examples of risks in the GAO Financial Audit Manual (FAM) and
the COSO Framework. The FAM and an excerpt of COSO risk areas can be
found on the CFO A-123 Website. An Entity Control Risk Matrix that
provides a listing of possible Entity Control risks is also available on the
CFO A-123 Website.
Figure 10
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F2FP Boquisition Create Acquisition Person creates a requisition For an unauthorized amount
15
1B [Fer Acquisition Approve Acquisition Item requested iz nat for gouernment
17 [PeP Acquisition Internal Sourcing Internal sources item i= obzolete and
18 [Per Acquisition External Sourcing Item i externally sourced but could be.
19 [Fer Acquisition Select Vendar ‘endar selected iz not the ane
20 [Per Acquisition Create PO Purchase Cider value is different from
21 [per Acquisition Approve PO Furchase Order generated without pre-
P2P Inuentary RAgmt Canfirm Full Recsipt Person receiving goods of seruices enters an amount
22 received other than
F2F Inuentary RAgme Canfirm Full Receipt with Tolerances | Person receiving goods of seruices enters an amount
23 received other than
R Inwentary Mgme Confirm Partial Fisceipt
25 |pap Payable Mgt Approve for Payment
gE 2P Payable Mamt Execute Payment
3 v
M 4 v W] Site ABRT £ Rollup 88RT / ECS-Assess 4 ECS-Test ) PCS-Assess £ PCS-Test ¢ Assessment Team Field Office - Site Acronyms J( »
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2. Refer to the documentation and record the controls in place to mitigate
each risk associated with a sub-process or sub-category. This should be
completed for both Process and Entity Control worksheets (PCS-Assess
and ECS-Assess)

At a minimum, the Site / Field Office / LPSO should consider the
illustrative examples of controls in the GAO Financial Audit Manual (FAM).
The FAM can be found on the CFO A-123 Website.

Figure 11
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2P Aaquisition Create Acquisition Person creates arequisition For an unauthorized amount Automatio warkHow approval process in place.
Fiequisition automatically routed to next levelin
organization. Frepopulated table of suthorized amounts
15 i checked
FzF Ecquisition Approve Acquisition Item requested is nat for gavernment Automatic workflow spproval process in place.
Requisition automatically routed to nest leuel in
organization. Severallevels of approval are required.
therefore the likelihood of this occurance i low.
16
FzF Ecquisition Internal Sourcing Internal sources item is obsolete and Internal Sourcing is appraved by supervizor in sourcing
and Manager of department requesting goods andior
17 servives.
F2F Acquisition External Sourcing Item i externally sourced but could be Internal Sourcing iz appraved by superuizor in sourcing
and Manager ar department requesting goads andiar
18 services.
19 [Fer Acquisition Select Vendar ‘endar selected iz not the ane
20 [PerP Aoquisition Create PO Purchase Order value is different from &
St mr—y — A — — ———
W 4 v M} Site ABRT £ Rollup 88RT / ECS-Assess 4 ECS-Test ) PCS-Assess  PCS-Test ¢ Assessment Team Field Office - Site Acronyms J( »
There may be multiple risks associated with a sub-process. Each risk must be
documented in separate rows. A risk may have multiple controls mitigating it. These

controls must be recorded in the same risk row (i.e. same cell). If you wish to record
the controls on separate lines use the Alt-<enter> keyboard shortcut to start a new line
within a cell.

It is important that each row has a Process and Sub-Process identified before entering
the risk, even if the Process and Sub-Process is the same for multiple risks.

Page 15 of 19

Guide 2
A123 Quick Start Guide 2 - Documenting.doc Version 3.1 —4/6/06



Quick Start Guide 2 — Documenting * | Suagment.
@ Required
%} Note
@ Tip

3. Refer to the documentation and select the type of control in place in the
Control Type column for each sub-process or sub-category. This should
be completed for both Process and Entity Control worksheets (PCS-Assess
and ECS-Assess)

For example: “Workflow within a system that routes a transaction to an
authorized individual for approval” should be designated as automated.

Figure 12
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4. Select the frequency at which each control is executed in the Control
Frequency column for each control. This should be completed for both
Process and Entity Control worksheets (PCS-Assess and ECS-Assess)

Figure 13
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Recurring frequency is a control that executes every time an activity or transaction is run.
% This may be numerous times in one day.

H. Update the Implementation Plan
1. Document the results of the documenting activities
2. Review Implementation Plan for accuracy

3. Make and track necessary changes

%} Major changes to the Implementation Plan will need to be reported in the Quarterly
Report.
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REFERENCES
See CFO A-123 Website for suggested reading material:

OMB A-123 Appendix A

CFO Council Implementation Guide for OMB Circular A-123
Financial Audit Manual (GAO-01-765G)

DOE OMB Circular A-123, Appendix A, Implementation Plan
DOE Interim Guidance for OMB Circular A-123

FY 2005 Audit Report

FY 2005 Management Letter

ADDITIONAL INFORMATION

Refer to the CFO A-123 website which will be updated with latest materials including
tools, FAQs and additional reading material.
(http://www.cfo.doe.gov/progliaison/doeA123/index.htm)

DEFINITIONS
Word Definition
Attester The person who will be required to affirm the

authenticity of information for the LPSO.

Cognizant Secretarial | Headquarters Elements that provide significant funding
Office (CSO) to Field Offices overseen by the LPSOs.

Field Office (FO) Location where the Site Assessment Team manages the
A-123 Implementation for its Sites. Only the Field Office
provides assurance to the LPSO.

Headquarters Lead Program Secretarial Office or Headquarters

Element Business Program that is affected by the financial
reporting requirements of OMB A-123, Appendix A.

Implementer The person responsible for executing the activities to
support the Attester’s affirmation.

Lead Program Headquarters Element whose cognizance includes those

Secretarial Office Field Offices that are affected by the financial reporting

(LPSO) requirements of OMB A-123, Appendix A. These LPSOs

provide oversight activities to Field Offices that directly
impact the accounts determined to be material to the
Department's financial statements.

Process The highest level of sub-processes within a process
cycle.
Process Cycle An end-to-end sequence of events consisting of the

methods and records used to establish, identify,
assemble, analyze, classify, and record transactions.?
Site Unit of a Field Office including the Field Office federal
activities and its contractors (both integrated and non-
integrated). Predefined by Headquarters.

2 Adapted from the CFO Council Implementation Guide
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NEXT PHASE

Plannlng = ;ﬁ Implementation
Establish Define . Plan
A nent »  resources, =
Team timelines =
T o| Define material r = > i AART Toolkit
“1 accounts =
Documenting -
Document Process s N AART Toolkit
and Entity Risks & O rﬁ
Controls | 5
Document o
organization H

Evaluating

AART Toolkit

Evaluate and Summarize
Process Risks & Controls

Evaluate and Summarize
Process Risks & Controls

Corrective Action

Remediation _
Validate Plan Tracking Tool
Develop Remediation Plan Corrective Action
Remediation Plan I Implement Plan
Remediation Plan AART Toolkit

Testing AART Toolkit

Develop Test Plan

Conduct Testing

> I Annual/Final Report

> i AART Toolkit

uarterly/Interim Report
{ iQ Y P

Reporting

| Provide Annual Report

Provide Quarterly |
and Interim Reports |
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